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About this Document

This document contains specific information needed to install and configure Fishbow! Solutions'
Oracle WebCenter Content Connector for Microsoft Graph to index and serve content within the
Content Server. It is intended for administrators familiar with Oracle WebCenter Content and
Microsoft Azure. We highly recommend reading through this entire document before beginning the
installation and configuration process.
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Chapter 1: Product Overview

About the Connector

The Oracle WebCenter Content Connector forMicrosoft Graph enables Microsoft Graph to securely
index and serve content stored in WebCenter Content. This integration allows customers to expose
infarmation stored within WebCenter Content in Microsoft 365 services, including Microsoft Search
and Copilot for Microsoft 365.

Product Features

The Oracle WebCenter Content Connector forMicrosoft Graph includes the following features:

Search multiple Oracle WebCenter Content instances
Configure custom metadata schema
Index and search string, date, integer, and decimal metadata fields
Provides intelligent processing for Oracle Site Studio sites

Feeds data files as fullcontext HTML pages

Provides search result links to full-context web pages, not XML data files
Optionally assign security permissions to items defined per connectar instance
Limit items indexed per connector through definition of additional where clause
Manage indexed content and re-index items from WebCenter Content

Chapter 1: Product Overview 5
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Chapter 2: Implementation Planning & Architecture

Connector Architecture

The Oracle WebCenter Content Connector forMicrosoft Graph uses Microsoft Graph's external
data connections API to feed content from Oracle WebCenter Content to a custom connection
within Microsoft Graph. The connector product consists of a Content Server component installed
on each Content Server instance you wish to index.

Metadata Considerations

Before configuring the connector, it is important to consider how metadata can impact the search
experience. Metadata can be used for the following purposes related to search:

Searchable during keyword-based searches
Available for use with filters

Can be added to search result templates

Microsoft Graph schemas are limited to 128 fields that cannot be deleted after creation. The
connector includes a schema configuration page which allows for selection of metadata to include
in the index. When selecting metadata fields to include in the schema, consider the purposes listed
above.

Security Planning

How Authentication is Supported for Indexing

During indexing, content is pushed from Oracle WebCenter Content to Microsoft Graph via the
external data connectars APl Microsoft Azure provides options to create secret strings to be used
for secure communication.

How Authorization is Supported

Document security based on WebhCenter Content security groups, accounts, and ACLs areassigned
to content by the connector during indexing. External groups are assigned to users in Microsoft
Entra ID corresponding to each user's permissions in WebCenter Content. Search results will be
restricted based on the user's WebCenter permissions if the connector has been configured to
index document security information.

Chapter 2: Implementation Planning & Architecture &
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Chapter 3: Before You Begin

Installation Requirements
Before proceeding with installation, you will need the fallowing:

Software from Fishbowl Solutions:
Fishbowladmintstration.zip - Content Server component provided by Fishbowl Solutions

MicrosoftGraphConnectar.zip - Content Server component provided by Fishbow! Solutions.
This component also includes the Fishbowl|Searchindex component.

This documentation
Oracle WebCenter Content installed

Valid connector software license key provided by Fishbow! Solutions

Installation & Configuration Overview

1. Configure the app registration for the connector within Microsoft A zure.

2. Install the FishbowlAdministration, MicrosoftGraphConnector, and FishbowlSearchindex
components on the Content Server and configure product licensing.

3. Configure connector fram within WebCenter Content.
4, \Validate proper indexing within Microsoft 365.

Supported Environments

The Connector is supported on the following environments:

Operating Systems: Windows and Linux

Oracle Content Server: 12c (12.2.1.0 or newer) and 14c
Java: Version 8 or newer

Database: M550L and Oracle

User Permissions
In arder to complete the installation, you will need the following:

Search Administrator role access in Microsoft Azure
Administrator access to Oracle WebCenter Content

Licensing

Before using the Connector, you will need to enter a valid license key, A unigque key is needed for
each Content Server instance. You can request alicense key by creating a support ticket at
https://supporbfishbowlsolutions.com. You can also contact support directly via email at:
support@fishbowlsolutions.com ar by calling: +1 (952) 465-3407.

Chapter 3: Before ¥ou Begin T
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Chapter 4: New Installation

Microsoft Azure Configuration

The following information outlines how to configure Microsoft Azure to create a custom app
registration to allow content to be indexed.

1. In Azure, navigate to the App registrations page.
2. Click New registration.

3. Givethe application a name (for example, WebCenter Content). The Supported account types
setting can be left at its default aption of Accounts in this organizational directory only, and no
Redirect URIs need to be entered.

4. Click Register. The Overview page for the new app reaistration will be shown.
5. Mote down the Application (client) ID and Directory (tenant) 1D values.

6. 0Onthe left side menu, navigate to Manage » APl permissions.

7. Click Add a permission.

B. Click Microsoft Graph.

9. Click Application permissions.

10. Search for and select the following permissions:

ExternalConnection. ReadWrite. OwnedBy
Externalltem.ReadWnte Owned By
User Read Al (if indexing content with document security)

11. Click Add permissions.

12. Click Grant admin consent for [erganization name] and confirm.
13, On the left side menu, navigate to Manage » Certificates & secrets.
14. Click the Client secrets tah.

15. Click New client secret.

16. Enter a description for the secret and click Add.

17. MNote down the Value of the new secret. The value cannot be viewed again after leaving
this page.

Chapter 4: New Installation
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Content Server Component Installation & Configuration

You will needto install the FishbowlAdministration and MicrosoftGraphConnector components on
gach Content Server where you wish to use the product.

If yvou are upgrading from a previous version, see Chapter 5 Upgrading from Previous Versions.

L.

2.

Install and enable the latest FishbowlAdministration component if it is not already installed on
the server.

Install and enable the MicresaftGraphConnectar component.

Enter the appropriate Component Configuration for your environment.

A License Agreement will be displayed at the top of the page. Click Continue to save your
configuration and accept the License Agreement.

Restart the Content Server.

Add your license through Fishbow! Administration. Click on Fishbow! Tools » Fishbowl
Administration » Component Information.

Findthe row for MicresoftGraphConnector and click the Add License icon.
Enter the license key far yvour server and click OK.

Installation is now complete.

Component Configuration

InstallFishbowlSearchindex

Chapter 4: New Installation
Q2025 Fishbowl Solutions, Inc.

If checked, the FishbowlSearchindex component will be installed. When installing
MicrosoftGraphConnector for the first time, this setting should be checked.
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Chapter 5: Upgrading from Previous Versions

To upgrade, install and enable the MicrosoftGraph Connector and FishbowSearchIndex components on
top of the old versions. Existing configurations will be saved. You will not need to update your
license key.

After upgrading, verify yvour configuration within the new version. Contact support with any
guestions.

Chapter 5: Upgrading from Previous Versions
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Chapter 6: Using the Software

To access the Connector's administration pages within WebCenter Content, navigate to Fishbowl
Tools » Search Administration » Microsoft Graph Configuration.

Connector Configuration

The Connectors page allows you to create and configure connections to Microsoft Graph. To
access this page, click Connectors from the side menuof the Microsoft Graph Configuration page.

CHRALCLE WebCenber Content

w My Gordeed Sove v Bepeer Cosfesd - Cpsiost Manggoronl. - Adrefrelior - bl ool

Microsaft Graph Connectors
Configuration
Add
ConFaciors
Saks Dooumenis. Connecter Geaph Conrachon I Conneclion Mamas Ackiorin
HA Deszusaan s ) _

Salsr Moaosmesain casedace Sale [orismasmin & &
S Tupiiul HR Ciocursenis hedincE HA Cocsmants & i

Craph Schamma

flanage Indices

The table displays all currently configured connectors. For each connector, the connector's name,
Graph connection ID, and Graph connection name are displayed. A grayed-out row indicated that
the connector is currently disabled.

Each row contains actions to edit, clone, and delete the respective connectar. To create a new
connector, click the add button above the table. If an error occurs during the creation of a new
connector when creating the external connection in Microsoft Graph, an error icon will display in
that connector's row. Hovering over the icon will display the error message.

When deleting a connector, the confirmation prompt will containan option to delete documents
from the external index. If this box is checked, the external connection will be deleted from
Microsoft Graph along with the connectar configuration in WebCenter Content. If unchecked, the
external connection and any indexed documents will still be available in Microsoft Graph after
deleting the connector.

Chapter &: Using the Software "
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Editing Connectors

When creating or editing a connector, the following options are available:

Edit Connector

Mame Sales Documenls

Enatted [0

Baich Size |5
incex Interval |1
ndax Decumont Parmissians (0 )

Usar Parmdssiong Updata Intardal | 5

Primcipal Hamss Property | dEmasl
Additianal Wihare Clauss | Department (sDepartme || = w || Sakes Sales w4

xDepariment = ‘Sales’ e

* Hun s User | sysadmin

Tout Extractor | POFBax

Graph Connection D sakesdocs

* Connection Mame | Salas Documanis

Name

The connector instance name for this connector. This must be unigue.

Enabled

If enabled, this connector will actively synchronize content with Microsoft Graph. Existing inde xed
documents are still accessible if a connector is disabled.

Batch Size

The number of documents included in a single index bateh for this connector.

Index Interval

How often (in minutes)this connector will check for and index documents.

Index Document Permissions

If enabled, document permissions will be indexed and user permissions will be synchronized. If
disabled, existing user permissions for this connector will be deleted from Microsoft Graph.

User Permissions Update Interval

How often (in minutes) user permissions will be synchronized with Microsoft Graph.

Principal Name Property

The WebCenter Content user metadata field that corresponds to the user 1D property in Microsoft
Entra 1D.

Chapter &: Using the Software 12
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Additional Where Clause

A SOL where clause to limit which documents are indexed by this connector. If this is changed
after documents have been indexed, the connector will automatically re-evaluate the matching
documents. Indexed documents that no longer match the where clause will be deleted, and
documents that newly match the where clause will be queued for indexing.

Run As User

The WebhCenter Content user to run the connector as. The permissions of this user will dictate
which items are indexed.

Text Extractor

Which method to use for extracting full-text content for documents while indexing. The follawing
options are available:

NMone - Full-text content will not be indexed. Documents will be indexed as metadataonly.

PDFBox - Apache PDFBox will be used to extract content. Mote that PDF Box can only
gxtract text from POF documents; content items whose web-viewable renditions are not

POF s will fail indexing.

Tika- Apache Tika Server will be used to extract content. This method requires deploying
aninstance of Apache Tika Server to alocation accessible to WebCenter Content. For
mare information an Apache Tika and to download Tika Server, visit the Apache Tika
website.

Text Extractor URL

The URL to the Apache Tika Server instance to use for text extraction, if Tika is selected as the
text extractar.

Graph Connection ID

The ID far the external connection to create inMicrosoft Graph for this connectar. This must be
unigue among external connections in your Azure tenant and cannot be changed after the
connection has been created.

Connection Name

The display name for the external connection for this connectar.

Connection Description

A description for the external connection for this connector.

Tenant ID

The tenant/directary 1D of the Azure app registration to use for this connector. This cannaot be
changed after the connection has been created.

Client ID

The client/application |D of the Azure app registration to use for this connector. This cannot be
changed after the connection has been created.

Client Secret

A client secret string created in the Azure app registration to use for this connectar.

Chapter &: Using the Software 13
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Schema

The schema to use for this connector. This cannot be changed after the connection has been
created. The default schema indexes dDocTitle, dinDate, dDocAuthor, and dExtension.
lcon

An icon to use for indexed content for this connection. Maore specifically, the base-64 encoded
string of the provided icon will be indexed as the iconurl property for indexed documents.

Schema Configuration

The Schemas page allows you to create and configure metadata schemas for use with connectors.
To access this page, click Schemas from the side menu of the Microsoft Graph Configuration page.

The table displays all currently configured schemas. Each row contains actions to edit, clone, or
delete the respective schema. To create a new schema, click the add butten above the table.

| Mote: & schema cannot be deletedif it is currently in use by a connector.

Editing Schemas

Edit Schema (D
* Bohema Mame | Graph Schwamsa
Flelds |
Flald dDocTitle
Searchable c Refrievable (_:I Exact Match
Queryable (0] ) Refinable Wi
Semantic Label | tile -
Field dinDate
Searchable Retrievable | Exact Match
Raguined
queryable (B ) Refinable (0 )
Semantlc Labal | lastiodifiedDateTime
Field dDocAubor
Searchable Retrievable (1 ) Exact Mateh
ired
queryabie (I ) refinablie (0 ) Requ
Semaniic Label | lasthoditiedBy w

Fialel

dExiensian

When creating or editing a schema, options are available to configure the schema's name and the
list of metadata fields included inthe schema. To add fields to the schema, click the add Felds icon

tothe top right of the fields list. This will open a dialog containing a list of metadata fields available
to be added to the schema. Select the fields you wish to add, then click the add button. Fields can
be deleted from the schema by clicking the Delete icon in the top right corner of a field.

Mote: If the schema is currently in use by a connector, new fields can be added, but existing
fields cannot be deleted.

Chapter &: Using the Software 14
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The following options are available for configuring each metadata field:

Searchable

Searchable field values are added to the full-text index in Microsoft Graph and can return matches
when perfarming a search.

Mote: & Searchable field cannot also be Refinable.

Queryable

Queryable fields can be searched for using Microsoft Search's advanced knowledge/keyword query
language (KOL)

Retrievable

Retrievable fields can be returned and displayed in search result templates within Microsoft
Search.

Refinable

Refinable fields can be configured as custom search filters in Microsoft Search.

| Mote: & Refinable field cannat also be Searchable.

Exact Match Required
If checked, metadata values must match the query or filter term exactly to be returned.

| Mote: This cannot be enabled for Searchable fields.

Semantic Label

A well-known tag published by Microsaft that allows indexed content to be more closely integrated
with Microsoft Search. Assigning semantic labels helps improve search experience.

Mote: The url and iconurl semantic labels are automatically indexed as the URL to the web-
viewable rendition of the document and the base-64 encoded string of the lcon
configured for the connector, respectively.

Managing Indexed Documents

The Manage Indices page allows administrators to monitor and perform incremental index actions
an items indexed through the connector. To access this page, navigate to Fishbowl Tools » Search
Administration » Manage Indices.

For information on using the Manage Indices page, refer tothe Fishbowl Search Index Installation
and Administration Guide.

Chapter &: Using the Software 15
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Microsoft 365 Search Administration

After creating a new connector, additional configuration options are made available within the
Microsoft 365 Admin Center. To access these options, navigate to Settings » Search &
intelligence from the [eft side menuw.

Mote: If vou do not see this menu option, ensure you have the Search Administrator role in
your Azure tenantk.

The Data sources tab contains general information about all external connections created in this
Microsoft 365 tenant, including the connection name, 10, and last sync time. For newly created
connections, the Required actions column will include the Include Connector Results action. Clicking this
action will enable results from this connection to be shown in theal vertical, which includes results
from all connections and Microsoft 365 services.

The Customizations tab includes settings to customize how search results are displayed.

The Result types page allows you to create custom templates that dictate how search
results from external connections are displayed in search results.

The Verticals page allows you to create custom tabs or “verticals” onthe search results
page. This can be used to create a tab that displays anly documents from WebCenter
Content, for example. Fields configured as Refinable in the schema can be made into
search filters for a vertical. Selecting the all vertical and clicking Manage connector results
allows you to configure which connections are shown in the all vertical search results.

Using the Connector with Copilot for Microsoft 365

Documents indexed into Microsoft Graph via the Connector are compatible with Copilat for
Microsoft 365. To make sure Copilot for Microsoft 365 canuse indexed documents effectively,
consider the following:

An leon must be configured inthe connector configuration, and the titlke semantic label
must be assigned toa metadata field in the schema configuration.

Provide a meaningful connection name and description in the connector configuration.
The description should include details about the kind of content indexed by the connector,
as well as how users will use the content.

Chapter &: Using the Software 16
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Chapter 7: Help & Troubleshooting

Connector Tracing Sections

Tracing sections can be enabled in Administration » System Audit Information » Tracing
Sections Information.

The connector and Fishbowl Search Index include the following tracing sections:

fishbowlsearchindex
microsoftaraph

Frequently Asked Questions

What information is indexed by the connector?

Configured metadata and extracted text from the web-viewable file of the currently released
version are indexed. Unreleased documents inworkflow and previous revisions are not indexed.

What changes require reindexing?

For some configurations to take effect you will need to re-index your content. The most comman
configurations requiring reindexing are listed below. Indexing can take a significant amount of
time. We recommend making any desired configuration changes before reindexing to avoid
indexing multiple times.

The following changes require content to be reinde xed:

Enabling or disabling document permissions

Mote: Though not strictly required, it is recommended to reindex content after modifying
the metadata schema.

Content can be re-indexed from the Manage Indices page. To reindex, click Reindex All Items.

Where can | search for indexed documents?

Microsoft Search is available in several Microsoft 365 services. Search including indexed
documents from external connections can be found in the following places:

The Microsoft 365 home page

Microsoft Search in Bing (also known as Bing for Work)
The SharePoint home page

The Work tab in Windows Search

Additionally, indexed content can be used by Copilot for Microsoft 365 and custom agents
developed using Copilot Studio. This includes any location where the standard Copilot for Micrasoft
365 interface is present, suchas Microsoft 365, Teams, Word, PowerPoint, and Windows.

Mote: Indexed content is supported in the side-bar Copilot found in Word and PowerPoint. It
is not currently supportedin the inline Copilot used for generating content.

Why don't | see indexed documents in the Microsoft Search results?

By default, newly created connections are not displayed in the all vertical in Microsoft Search. See
Microsoft 365 Search Administration for details on how to expose indexed documents in the
general search results or create a new tab for WebCenter Content documents.

Chapter T: Help & Troubleshooting 17
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Chapter 8: Product Support

Contact Fishbow! Solutions' product support for any issues related to this product:

Support Portal: https://support.fishbowlsolutions.com

Email: support@fishbowlsolutions.com
Phone: (952} 465-3407

Website: http://www fishbowlsolutions.com

Chapter B: Product Support
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